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Queen Victoria Hospital selects Mastek KameleonTM Solution to Pseudonymise Data

Queen Victoria hospital implements Mastek’s Kameleon™ to ensure that its patient data can be reused and shared without risk of exposure


Mastek, the global provider of vertically-focused enterprise technology and platforms, today announced that Queen Victoria Hospital (QVH) NHS Foundation Trust, a leading specialist centre for reconstructive surgery and rehabilitation is the first NHS Trust to implement their data privacy solution, KameleonTM.

Mastek’s Kameleon solution is a powerful pseudonymisation tool designed to help organisations reuse and share data safely, both internally and with third parties. QVH has signed an agreement with Mastek to implement Kameleon on 35 IT systems that store confidential patient identifiable data (PID).  Kameleon will process the source data and store the pseudonymised information within a shared repository. 

Kameleon is sector agnostic and its unique data pseudonymisation capability is fully reversible and performs anonymisation and/or encryption on multiple fields within a dataset enabling the flexible storage and exchange of sensitive information across multiple parties.

All commissioners and providers of NHS care are now required to implement a pseudonymisation capability.  The Pseudonymisation Implementation Project (PIP)[footnoteRef:1][1] is concerned with enabling the NHS to undertake secondary use of patient data in a legal, safe and secure manner. [1: [1] http://www.connectingforhealth.nhs.uk/systemsandservices/sus/delivery/pseudo] 


The 2010/11 NHS Operating Framework[footnoteRef:2][2] sets clear targets for all NHS bodies with regard to maintaining data privacy. Its Guidelines on Informatics Planning state that:  "It is NHS policy and a legal requirement that patient level data should not contain identifiers when they are used for purposes other than the direct care of patients, including local flows between organisations as well as data extracted from the Secondary Uses Service." [2: [2] http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_110336.pdf] 


Dominic Bailey, Head of Information Governance, Queen Victoria Hospital NHS Foundation Trust commented:
“We chose Mastek’s Kameleon solution for our Pseudonymisation Implementation Project (PIP) as Kameleon made it easy to pseudonymise each of our 35 heavily interlinked IT systems. As a result, certain identifiers are now automatically replaced from our patient-level data when it is used for any secondary use purpose, including local flows between organisations as well as data extracted from the secondary uses service. Kameleon has therefore enabled QVH to be completely compliant with the latest governmental legislation in this area, and to keep our patient‘s private data safe and secure.”

Furthermore, the Data Protection Act of 1998 mandates that any type of organisation, whether public or private, is legally required to protect data and any serious breaches are subject to fines from the ICO of up to £500,000. 
Barry Yard, Managing Director, Mastek UK explains: "Mastek developed Kameleon for organisations within the NHS, and other organisations involved in the commissioning and provision of NHS-commissioned care, to provide a robust data privacy solution to manage the use of patient data for secondary purposes legally, safely and securely. We’ve always known that the ability to facilitate the multi-party management of private data is essential for organisations like the health service, but it is now equally important for any modern organisation that needs to keep its personal data secure, especially in the wake of recent government legislation and the growing number of large fines being issued by the ICO.”

Yard continues:
[bookmark: _GoBack]"We developed Kameleon as a direct result of our experience designing, building and managing a number of different solutions for central and local government, and healthcare. Each NHS trust urgently needs to follow in the footsteps of QVH, as they are required by strict guidelines set out by the Department of Health to comply with key requirements for pseudonymisation as set out in the 2010/11 NHS informatics planning guidance.”
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About Mastek
Mastek is a publicly held (NSE: MASTEK; BSE: 523704) global provider of vertically-focused enterprise technology and platforms to the insurance, telecommunications, healthcare, government, and financial services verticals. With its principal offshore delivery facility based at Mumbai, India, Mastek operates across UK, Europe, US, Canada, Asia-Pacific and Middle East.  Incorporated in 1982, Mastek has been in the forefront of technology, which along with proven methodologies and processes, increase IT value generation to its customers through onsite and offshore deliveries. For further information visit: www.mastek.co.uk

About Queen Victoria Hospital NHS Foundation Trust
QVH is a leading specialist centre for reconstructive surgery and rehabilitation, helping people who have been damaged or disfigured through accidents or disease. Based in East Grinstead, Sussex, QVH treats patients from across the South East and provides a minor injuries unit and first class community services for local people. QVH is known throughout the world for pioneering new and innovative techniques and treatments. The hospital is consistently rated by patients as one of the best in the country for quality of care, and has been rated 'excellent' for financial management for the past five years.
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