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FOREWORD AND EXECUTIVE SUMMARY

Warrington and Halton Hospitals NHS Trust is committed to the delivery of an environment for those who use or work in the Trust that is properly secure so that the highest possible standard of clinical care can be made available to patients and other service users.  Security affects everyone who works within the NHS. The security of staff, professionals, patients, other service users, carers and property is a priority of the Board within the development and delivery of health services.

All of those working within the Trust also have a responsibility to be aware of these issues and to assist in preventing security related incidents or losses. Reductions in losses and incidents relating to violence, theft or damage will lead to more resources being freed up for the delivery of service user care and contribute to creating and maintaining an environment where all staff, patients and visitors feel and are secure.  Security management is about delivering real, lasting improvements and building on existing good practice.

I, the Chief Operating Officer, am the Executive Director designated to take responsibility for security management matters, including tackling violence against NHS staff, as required in the Secretary of State’s for Health Directions 2003 and 2004. 

As required by the 2004 Directions, Alan MACKIE Non-executive Director was designated to promote security management measures. The Trust has a fully accredited Local Security Management Specialist (LSMS), Chris TODD to lead on security management matters on my behalf.  

The contents of this report reflect the absolute commitment of the Board to achieving the safest possible environment in which to deliver health care services.

This report details the work of the Local Security Management Specialist over the period 1st April 2010 to 31st March 2011 covering the four priority and seven generic areas of action of security management. It is noted that this is the last report the current LSMS will produce before his retirement on 30 June 2011. The key recommendation of the report, after the swift recruitment of a suitable LSMS, is that the non-physical protective security duties within the role of our dedicated security officers are  passed to more suitable staff, thus allowing the officers to concentrate on their core duties of protecting the NHS locally to allow it to better protect the nation’s health and that there are sufficient resources to maintain a minimum standard of protection across the Trust This will contribute to making the Trust the health service provider of choice within the area.

Therefore it is recommended that this report is accepted and approved by the Trust Board and then submitted to the NHS Protect, as per Secretary of State for Health Directions (Statutory Instrument 3039/2002).
Chief Operating Officer
Warrington and Halton Hospitals NHS Foundation Trust

LOCAL SECURITY MANAGEMENT SPECIALIST ANNUAL REPORT

1st April 2010 to 31st March 2011
INTRODUCTION

1.1 All Health Bodies have a requirement under Secretary of State’s for Health Directions issued in March 2004 to undertake work in support of A Professional Approach to Managing Security in the NHS, published by the NHS Security Management Service
. 

1.2 This report details the work of the Local Security Management Specialist (LSMS) in relation to security management work that is in progress, has been completed and also details future plans.  The Security Management Director (SMD), who is also the Chief Operating Officer, has approved this work.  The security management hierarchy for Warrington and Halton Hospitals NHS Foundation Trust for the period detailed in the report is as follows:

· SMD 


 
- Simon WRIGHT
· Non-Executive Director
- Alan MACKIE

· LSMS 


- Chris TODD

PRIORITY AREAS OF ACTION

2.
Violence and Aggression

The Trust is committed to minimising the risk of physical and non-physical assaults against its staff. The Trust also supports all victims of Violence and Aggression by offering confidential counselling and occupational health services.

 Detailed below is work that has been undertaken in support of staff, patients and other users across the Trust. There have only been six assaults within the Trust that were seen as suitable for action within the criminal justice system.
2.1 Physical Protective Security measures (manned guarding) have for a third year remained under pressure during the reporting period. During this period the remaining staff worked additional hours and it to their credit that there was no rise in actual or perceived crime or security incidents during this period. Additional staff requirements continue to be addressed. Two auxiliary staff members have been recruited. Service reviews will continue to take place in advance of budget setting to address any staffing pressures.
2.2 Physical Protective Security measures (manned guarding) at the Halton Hospital caused concern over the provision of weekend coverage. Since April 2010, there has been uniformed security cover 16 hours per day over the seven day cycle. It is noted that on those few occasions this cover cannot be met, staff are questioning where their security office is.
2.3 In the Warrington Guardian on Thursday 14th April in an article on the reports submitted through our Datix system the following comment was noted.”…The CQC was happy with how the hospital safeguarded patients from abuse..”
2.4 The LSMS reported last year he was developing a superior system for recording and publishing local target achievements. These reports are now circulated to the Trust’s Operations Group.
2.5 Crime and Disorder Partnership – 

LSMS remains an active member of the following groups in the Warrington & Halton localities:

· Warrington West Neighbourhood Action Team

· Halton Borough Tasking and Co-ordination Group

· An occasional attendee at the Warrington Central Neighbourhood Action Team (The Trust’s Haughton Hall unit is located within the Central Neighbourhood Policing Unit area. However this unit closed on 31st  March 2011 and will no longer feature in this report)
The Warrington Anti Social Behaviour Intervention Group, previously mentioned in these reports, has now been wound up and it’s work distributed across the Neighbourhood Action Teams.
2.6 Police Liaison

Throughout the reporting period links have been maintained with the police Officers covering the two hospitals, which are within the same geographical policing area – Northern Command.  This covers three of the Neighbourhood Policing Units (NPUs). Contact is also maintained with the remaining NPUs across the Command. It was with regret that the Trust was unable to provide accommodation on site for local Police Community Support Officers following the reorganisation of police in the local area.
2.6.1 Northern Area Command

In previous reports the single point of contact was the Inspector of the Community Safety Unit, based in Warrington. This post fell vacant and has not yet been filled. However, strong links continue with neighbourhood inspectors whose geographical coverage include the sources of in and outpatients.  The named Single Point of Contact is the Proactive Team Sergeant at Warrington West. It should be noted with the reorganisation of Policing within Northern Command, this is expected to change in the forthcoming year.
The LSMS has undertaken the Cheshire Constabulary date exchange protocols course and now receives hard copies of many relevant documents.
2.7 Crown Prosecution Service (CPS) Liaison

The LSMS has gain tried to develop a local protocol with the CPS. However senior CPS officer in the area believe this is not possible. The LSMS has liaised with CPS in other areas, notably with Croydon in South London with regard to an Anti Social Behaviour holder who has strong links to Warrington Hospital.
2.8
Liaison with Local Courts


The LSMS is now a recognised figure at Warrington Magistrates Court and continues, on occasions, to be directly addressed by the bench on matters relating to the NHS. With changes in the Magistrates Courts system within Cheshire, this now includes the Halton Magistrates Court.
3.
ASSET PROTECTION
All those who work in, use or provide services to the NHS have a collective responsibility to ensure that property and assets that accompany service delivery are properly secure.  Detailed below is work that has been undertaken for asset and property protection.

.

3.1 Smartwater initiative

During the year the Trust continued to promote the Smartwater technology – a unique invisible forensic solution, which is used to mark high value, or other attractive items. An asset register is maintained by one of the manned guarding team of those items marked thus far. The small number of areas which were missed from the initial sweep continue to be captured as does new equipment. Again very low thefts of marked equipment have been reported.

3.3
Reported thefts or loss of property

There was a reduction in reports of theft within the Trust of both Trust assets and private property. However it is believed that there is small but prescient trend in petty thefts, which often goes unreported. The Trust has been the recipient of visits by the Coventry based gang of travelling hospitals thieves. Fortunately they have had very little success and have been intercepted by staff.
4 DRIGS, PHARMACY, HAXARDOUS MATERIALS 
Drugs, prescription forms and potentially hazardous materials are particular areas of concern for the NHS. In these instances security does not just focus on the need to avoid loss or damage, but also the potential consequences of the misuse of such items.
4.1 Drugs and Pharmacy

Storage of all prescription and non-prescription drugs is in approved security containers and is monitored by the Chief Pharmacist. Only one incident linked to such areas has been brought to the attention of the LSMS. This involves the substitution of a controlled drug by staff. There is full investigation in progress and the matter has been reported to Cheshire Constabulary. (The reported incident only occurred at the end of March 2011)

4.2 Hazardous Materials Security

Trust hazardous materials are securely stored across the Trust by approved storage methods, monitored at local level and in accordance with COSHH.  The Trust has significantly reduced the holdings of hazardous materials in accordance with national guidance and now uses more environmentally friendly products. The LSMS has liaised with Cheshire Constabulary Counter Terrorist Advisors over these holding and they are satisfied with the measures in place.
5 MATERNITY AND PAEDIATRICS
Although instances of security breaches in maternity and paediatric units are thankfully rare, the Trust needs to be vigilant and remain alert to the risks that are present.

5.1 Maternity

Over the reporting period there have been no breaches of mother and baby security, although security were called to a “missing mother and baby” incident. 
On investigation this was resolved after finding the pair in the Café at the main entrance with a large group of relatives and friends. During the latter part of the reporting period the entire maternity complex has decanted to other areas as the Fire system has been upgraded and it to the credit of the planners, operational maternity staff and the security team that no breaches have occurred.
5.2 Paediatrics

The Trust has a named nurse child protection that provides the expert advice to the LSMS in relation to children for security management policy development.  LSMS provides professional advice to the named nurse child protection if there is a risk to a child from domestic or other violence in co-operation with the local public protection units. Physical security presence has been provided on a number of occasions as a precautionary measure; however actual interventions have not been required.

6. GENERIC AREAS OF ACTION


Pro-Security Culture

The Trust is committed to engendering a culture where the responsibility for security is accepted by all staff along with an acceptance that the actions of the minority who breach security will not be tolerated.

6.1 Trust Intra net site

It was reported last year that the LSMS has recently developed a “security hub” outlining the Local Security Management Service, the Trust Protective Security Service and their reports. The Trust’s Associate Director of Communications continued working to establish a link for the hub on the Trust’s Intranet site. In the past month new photographs to be included in the hub were taken under direction of the Communications team. The new Trust web site will commence early in the new financial year.
6.2 Presentations

The LSMS has undertaken a programme of presentations throughout the reporting period.  The aim of these presentations is to raise awareness of security management practice and to promote a pro-security culture.  Presentations have been delivered to the following:

· Divisional meeting to enhance the local risk assessments and security procedures
· Ad hoc presentations on wards, clinics and other areas in response to questions or after incidents

Presentations have also been delivered to all new starters as a part of the Corporate Induction Training sessions. However as from 1st April 2011, these presentations will be reduced in time and given by a member of the Governance team. 
6.3 Training
As part of the cost saving efforts within the Facilities Division the training of Conflict Resolution to Secretary of States Directions standard was brought in house. A potential saving of £26k per annum is achievable by this move.

Three in house trainers have been to the NHS Protect Training Centre at Coventry to qualify in the delivery of this training.
· The LSMS through the Car Parking and Security Operations Manager arranges the provision of :-

a) Conflict Resolution Training and

b) Conflict Resolution Training Refresher Training

This training provision is compliant with the NHS Protect National Programme.

c) Disengagement training

d) Safe holding techniques (Physical Approach to Conflict Training)

. 
· The LSMS gives advice to any staff in situ over tackling violence and aggression training. 
· The LSMS has also undertaken training in the Criminal Justice and Immigration Act powers to remove trespassers from NHS Hospitals. He is now an Authorised Officer and qualified to train both Authorised Officers and those charged with the actual removals. The Trust has declined to adopt these powers owing to the heavy commitment to provide Authorised officers for the 24/7 requirement and the additional paperwork involved.
The following training is quality assured by LSMS 

· Conflict Resolution Training

7.
DETERRENCE
The Trust is determined to deter those who may be minded to breach security.

7.1 Communications and Raising Awareness

The Trust has used a variety of communications means to promote and publicise security management to deter those who may be minded to breach security and to raise awareness of what the consequences may be.  This complements the work undertaken to promote a pro-security culture.  They are as follows:

· Continuing to development of a Trust Intranet page for the issues of security. (see 6.1 & 6.2 above)

· Regular security management updates in weekly news letter and monthly team brief.

· Press releases. Including the National Safety & Risk professional’s magazine.

· Display of security management posters across Trust premises.

7.2 Policy and Guidance

The LSMS has reviewed the Trust policies in the following areas

· Trust Security Policy

· Trust Policy on Violence and Aggression

· Trust Policy on Lone Working

· Trust procedure for a response to taking of a Hostage

· Trust procedures for the treatment and admission of lawfully detained person from both local prisons.

The Trusts Governance Team continues to advise on changes to the standards and offer guidance on best practice.

To indicate our compliance with the policy documents a new Security Services Assurance Report which includes an action plan has been developed by the Governance team and is now submitted to the Safety and Risk Committee
8.
PREVENTION
Preventing security incidents or breaches from occurring, or minimising the risk of them occurring by learning from operational experience in a post incident review and sharing best practice is a key element of security management work.
8.1 Police liaison

This is detailed at Para 2.7
8.2
Protective security surveys and crime reduction audits are undertaken in the Trust and each area is required to produce it’s own local security plan and risk assessment.
9.
DETECTION
Detecting security incidents or breaches, and ensuring these are reported in a consistent manner across the Trust, is fundamental to ensure trends and risks are appropriately analysed. This process allows data to inform the development of preventative measures or review of policy.

9.1 Data Analysis

This information is used in the detection and prevention of crime and disorder. Following analysis, security officers are dedicated to patrol the Appleton Wing as a priority. Located within the Wing are the Accident and Emergency Department, The Clinical Decisions Unit, the Urgent Care Centre, the Short Stay Ward and the two Assessment wards. The bulk of calls on security staff originate within these wards. C22 generates the next largest call upon security resources and is located within Croft Wing.
9.2 Police Liaison.  

This is detailed at Para 2.6.

9.3 Physical Assault Reporting System (PARS)

The Trust currently operates a paper based system for the PARS system. This is reliant on staff informing the LSMS or LSMS intercepting Incident reposts at an early stage. The LSMS also recovers such reports from the DATIX system. This leads to delays in the investigation. It is noted that this is cumbersome and has lead to an under reporting of Physical Assaults of the clinical nature. While it is true to say that all the assaults recovered from the Datix system after bypassing the LSMS were condition related as opposed to deliberate or malicious, important data related to staff safety was being missed at source. The Trust is currently updating the DATIX system and the LSMS has been in consultation with the DATIX team to enhance the value of reported assaults through the upgraded system.
The NHS Protect has been developing their Security Incident Reporting System for the year, unfortunately this system is still not compatible with the Trust’s incident reporting system. Both the LSMS and the Trust’s Risk Systems Officer have attended a seminar at NHS Protect at Coventry for their SIRS working group. However until Datix and SIRS can electronically interact the system cannot be utilised. Work is taking part outwith the Trust and at national level between NHS Protect and Datix systems
10.
INVESTIGATION
The Trust considers the investigation of security incidents in a fair, objective and professional manner. Emphasis is placed to ensure that those responsible for such incidents can be held to account for their actions where appropriate. 
10.1
Security Management Advice

There are occasions, when pursuing a prosecution through the criminal justice system is inappropriate.  When such an occasions is identified, the LSMS will advise managers on a course of action to ensure that the risk of recurrence is minimised. This is often an increase in the nursing cover afforded to the patient. An area of concern has been the incidents of assault arising from patients undergoing a detoxification regime. Work has been undertaken at ward level to enhance the response of all staff to these incidents. Security staff now record any action they have taken directly into the patient’s notes and are asked to question the pathway being adopted for that patient. 
10.2 Investigation

LSMS works in co-operation with the local police force to ensure that all cases, when appropriate, are fully investigated. The LSMS has undertaken evidence gathering for the local file management teams.

11.
SANCTIONS
A range of sanctions against those responsible for security incidents and breaches can be applied through a combination of procedural, disciplinary, civil and criminal actions as appropriate.

11.1 Criminal Prosecutions

The Trust supports staff when a criminal prosecution is undertaken.  This includes the obtaining of witness statements from staff and any other supporting evidence.  This information is then given to the police.  The LSMS has supported staff called as witnesses, during their court visit.

11.1.2 One notable case arose out of an assault on Ward A8. The LSMS pursued the matter with local police and secured the arrest of the perpetrator on his discharge from the hospital. However the matter was not taken through the courts owing to conflicting evidence over the guilty knowledge of the perpetrator at the time of the incident.
11.2   Civil Proceedings 

During the reporting period the LSMS collated evidence nationally with regard to a prolific offender against NHS staff, who is  resident just ¼ mile from the Trust’s main Hospital. This person has an Anti Social Behaviour Order specifying his attendance and behaviour at Health care premises. 
12.
REDRESS
It is possible to seek redress through criminal and civil justice systems against those whose actions cause security breaches or incidents. Compensation can be obtained from offenders for loss of earning or for the effect of injuries sustained. 

12.1 Monetary Redress

Staff members have received compensation because of criminal injuries sustained; albeit after any criminal financial sanction has been settled. The amounts awarded range from £50.00 to £100.00. 
13. OUTCOME DATA
Report of arrests on site at Warrington & Halton Hospitals

	Offence
	2009/2010
	2010/2011

	Drunk & Disorderly
	10
	9

	Sec 39 Assault
	1
	9

	Possession of Drugs
	0
	4

	Burglary Other than a Dwelling
	0
	3

	s 5 Public Order Act
	1
	2

	s4 Public Order Act
	0
	2

	Criminal Damage
	6
	2

	Theft  Other
	4
	2

	Breach of ASBO
	0
	1

	S2 Fraud *
	0
	1

	Attempt Rape
	0
	1

	s 4 Public Order Act (Racially  Aggravated)
	           0
	1

	* This followed the breach of ASBO shown above


Summary of principal findings of Protective security Surveys

Lock Down Arrangements

· SLA to be developed with a contract guarding firm to supply additional guards to staff doors during a lockdown

· Details of work required to ensure the physical lock process can be operated has been submitted to estates department.

· Work required for the above has been discussed with the Fire advisor to prevent comprise of means of escape in an emergency

The Trust would benefit from an integrated Access Control system 

Violence and Aggression 

· Staff reminder for mandatory Conflict Resolution training is now formalised through the Trust’s “Week”  news bulletin

Lone worker

· The NHS Protect Lone Worker provided devices continue to be monitored and RED or Amber alerts notified to the LSMS

       Summary of Security Work as compared with the previous year


	Security Issue
	2010
	2011
	variance

	Violence Assault actionable
	6
	6
	0

	Violence Assault  not actionable
	63
	44
	-19

	Violence Assault non staff
	14
	14
	0

	Violence Assault no contact
	56
	83
	27

	Violence verbal
	460
	348
	-112

	Missing Patient
	309
	416
	107

	Known problem attending site
	176
	181
	5

	Contractual search
	33
	29
	-4

	Clinical restraint
	57
	67
	10

	Removal of trespasser
	0
	100
	100

	drunks
	153
	148
	-5

	Rough sleeper
	32
	26
	-6

	Nuisance
	28
	20
	-8

	smoking related
	32
	51
	19

	suspicious activity
	109
	136
	27

	detained in security
	238
	281
	43

	thefts
	42
	45
	3

	damage
	14
	23
	9

	car parks
	19
	23
	4

	traffic collision 
	19
	24
	5

	Intruder alarm
	233
	244
	11

	Smoke detection
	74
	80
	6


14.   CONCLUSION
14.1
This has been a highly productive year for security management in the Trust as the profile of the service has been significantly raised. 

14.2
The Trust, it’s SMD, NED and LSMS have ensured that security management has remained high profile throughout the reporting period.  

14.3
During the reporting year, the Trust made significant progress in relation to security management.  Improvements in incident reporting and detection can be built upon to demonstrate to staff that the Trust is a responsible employer that treats the welfare of its staff as a key factor. This report has demonstrated that the Trust is discharging its responsibilities in accordance with the statutory requirements of the Secretary of States Directions on Security Management and measures for dealing with violence against staff. The measures the Trust has initiated in the past year have enabled us to set a benchmark in terms of security issues affecting the Trust, which should allow us to demonstrate measurable improvements in performance in the four specific areas and seven generic for action in the future
15.  RECOMMENDATIONS

During this reporting period the Trust has had a dedicated LSMS provision to support a safe and secure environment for all staff, professionals, patients, service users, visitors and contractors, however the present incumbent will retire of 30 June 2011.  In order that this service can continue to maintain momentum and further improve the following recommendations are made:

· That the Trust moves swiftly to recruit an experienced replacement for the LSMS, one especially confident in the arena of NHSLA and CQC compliance
 

· That the LSMS should continue to promote measures for crime reduction; the prevention of anti social behaviour 

· That the LSMS should continue to consult, advise and investigate if appropriate all incidents of theft, trespass, criminal damage and any other property related security incidents. 
· That the LSMS should produce an updated inspection programme of protective security surveys across all Trust locations for the coming year

· That the LSMS should continue to be responsible for producing the LSMS annual report and work plan.

· That the Trust’s security guards should be provided with a suitable operations centre from which a 24/7 service may operate effectively and efficiently 
· The enhanced DATIX system should be provided with an active link with the SIRS system to enhance reporting of assaults, without further encumbering staff with administrative tasks.

� NHS Protect as of 1st April 2011


� The Trust LSMS and Car Parks and Security Operations Manager have represented the Trust at meetings with Liverpool PCT’s drive to introduce an e-learning version of CRT. (The NHS Protect stance was firmly enunciated.)


� Paxton Net2 is the recommended option for the Trust.


� . It may not necessarily follow that the replacement LSMS also manages the manned guarding service.
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